Cyber-Physical System Security Lab by Nguyen, Thuy D.
Calhoun: The NPS Institutional Archive
DSpace Repository
Faculty and Researchers Faculty and Researchers' Publications
2018-04
Cyber-Physical System Security Lab
Nguyen, Thuy D.
Monterey, California.  Naval Postgraduate School
http://hdl.handle.net/10945/60489
This publication is a work of the U.S. Government as defined in Title 17, United
States Code, Section 101. Copyright protection is not available for this work in the
United States.
Downloaded from NPS Archive: Calhoun
Cyber-Physical System Security Lab






















• Industrial control systems (ICS)
• Programmable logic controllers (PLCs)
• PLC programming (ladder logic)
• Industrial network protocol analysis
Hands-on laboratory to teach & research cyber-physical system security 
• Direct access to authentic ICS equipment
• Rockwell Automation ControlLogix industrial components
• Also includes software-based PLCs
• OpenPLC open-source platform
• Portable self-contained labs running on student computers
